[lamAaTKa no 6e30nacHOCTU LWKOJ/IbHUKOB B CETHU

UHTepHeTe

C kaxgblM rogom Mosiogexu B MHTEpPHETE CTaHOBUTLCSA BornbLue, a
LLKOSTbHUKN OOHWU U3 CaMbiX akTUBHbIX Nonb3oBartenen PyHeTa.
Mexay Tem, MOMMUMO OFPOMHOrO KONIMYEeCTBa BO3MOXHOCTEWN,
MHTEPHET HeceT K npobnemMbl. 3Ta NnamMsTKa QOMKHa NoMoYb Tebe
©e3onacHoO HaxXoauTbCA B CETH.

KomnbloTepHble BUpYCbI

KoMnbHOTEPHLIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX
nporpaMmm, oTNIMYNTENbHON OCOBEHHOCTLIO KOTOPOW ABMSIETCS
CMOCOBHOCTL K pa3MHOXEHUI0. B JONOMNHEHWE K 3TOMY, BUPYCbl MOTyT
NoBPEAUTb UMM NOSTHOCTLIO YHUUTOXUTb BCE (hbannbl U AaHHbIE,
NOAKOHTPOMbHLIE MNOMNbL30BaTENO, OT MMEHU KOTOPOro bbina
3anyuleHa 3apaxeHHasi nporpamMmma, a Takke NnoBpeanTb UNu aaxe
YHUYTOXUTb OMnepaunoHHYK CUCTEMY CO Bcemu hannamum B Lenom. B
OONbLIMHCTBE Cry4YaeB pPacrnpoCTPaHSTCH BUPYChl YEPE3 MHTEPHET.
MeToAb! 3alUTbI OT BPEAOHOCHLIX NPOorpamMmm:

* VMlcnonb3yn coBpeMeHHble ornepaumoHHble CUCTEMbI, UMetoLme
CepbE3HbIN YPOBEHb 3aLUNTbl OT BPELOHOCHbLIX NporpamMm;

* [locTOsiHHO ycTaHaBnuBawn navTn (LM poBLIE 3annaTkn, KOTopble
aBTOMaTMYECKM YCTaHaBMMBAKOTCS C Lenbio 4opabTkm nporpaMmmbl) 1
apyrmue obHOBNEHNSA cBoen onepaunoHHom cuctemol. Ckauneam nx
TONbKO ¢ ochmumanbHoro canta paspabotunka OC. Ecnu cywiectsyet
PEXNM aBTOMaTMYECKOrO OOHOBMNEHUS, BKITHOUM ET0;

* OrpaHnyb n3nYeCcKn 4OCTYN K KOMMbOTEPY ANS MOCTOPOHHUX
nnu;

* Alcnonb3yn BHELWHME HOCUTENW NHAOPMaLIMK, Takne Kak dreLlka,
ANCK Unu pann n3 MHTepPHeTa, TONbKO N3 NpodepeHHbLIX NCTOYHUKOB;
» PaboTtan Ha cBoem KOMMbKOTEPE NoA NpaBamMu Norb3oBaTens, a He
agMuMHUCTpaTopa. OTO HE NO3BONUT BONbLUMHCTBY BPEAOHOCHbIX
nporpaMmm MHCTanIMpoBaTbCs Ha TBOEM MNEPCOHANbHOM KOMMbIOTEPE;
* Vlcnosnb3yn aHTUBUPYCHbIE MPOrpaMMHbIe MPOAYKTbl M3BECTHbLIX
npon3BoguTeNen, cC aBToMmaTn4eckum obHoBneHnem 6as;

* He OoTKpbIBan KOMMbIOTEPHbIE haunrnbl, MOMYYEHHbIE N3 HEHAOEXHbIX
NCTOYHMKOB. [laxke Te bannbl, KOTOpbIE Npucran TBOW 3HaKOMbIN,
Jlydqwe yTo4HM y Hero, oTnpaBnas nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepegayn gaHHbIX, He TEXHOMOMMS, a BCEro nNuulb
O6peHa, mapka. Ewe B 1991 rogy HuaepnaHackasi KOMnaHus
3apeructpupoana openag « WECA», 4to o603Ha4yano
crnosoco4veTaHue «Wireless Fidelity», koTopbi nepeBoaANTCA KaK



«becnpoBogHasa ToOYHOCTb». [10 Hawero BpeMeHu gowna gpyras
abbpeBunaTypa, KoTOpas ABNSAETCS TAKOW e TeXHoNornen. 3To
abbpesunatypa «Wi-Fi». Takoe HaszBaHne ObINoO 4aHO C HAMEKOM Ha
CTaHOapT BbICLUMI 3BYKOBOW TeXHUKN Hi-Fi, YTo B NnepeBoae o3HayaeT
«BbICOKasi TOMHOCTb Y.

[a, 6ecnnaTHbIM MHTEPHET-AOCTYN B Kadbe, OTENSAX N asponopTax
SIBNFETCA OTINYHOM BO3MOXXHOCTbIO BbIXO4a B UHTEPHET. HO MHOrMe
aKcnepTbl cunTatoT, YTo obwenoctynHole Wi-Fi ceTn He aiBnstoTcA
6e3onacHbIMN.

CoBeTbl No 6e3onacHocTK paboTte B 0OLwwenocTynHblx cetax Wi-fi:

* He nepenasan cBOO NNMYHYHO MHOPMaLUIO Yepes3 0bLWeaoCTYNHbIe
Wi-Fi ceTn. PaboTtas B HUX, XenaTtenbHO He BBOAUTbL Naponm
AocTyna, NOrMHbl N Kakne-To HoMepa;

* Vicnonb3yn n obHOBNAN aHTUBUPYCHbIE NporpaMmbl U GpaHamayep.
Tem cambiM Tbl 06e3onacub cebsa OT 3aKkayku BUpyca Ha TBoe
YCTPOWCTBO;

* [Mpun ncnonbsosaHnn Wi-Fi otkntoumn doyHkumo «O6wmm goctyn K
dannam n npuHTepamy. [laHHas PyHKLUMA 3aKpbiTa N0 YMOSTYaHUIO,
O[HAKO HEKOTOpPbIE NONb30BaTENN aKTUBUPYIOT €€ Ansa yoobcTea
MCNonb30BaHUs B paboTte unn y4veobe;

* He ncnonbayn nyébnunynsin WI-FI gna nepegaym nuyHbIX OaHHbIX,
HanpumMep Ons Bbixo4a B coumarbHble CETU UIMN B SNTEKTPOHHYHO
NouTYy;

* Inonb3yun TonNbKo 3aluumeHHoe coegmnHeHne Yyepes HTTPS, a He
HTTP, T.e. npu Habope Beb-agpeca BBOAM UMEHHO «https://»;

* B MmobunbHOM TenedgoHe oTknoun pyHkumo «lMNogkntodeHune Kk Wi-Fi
aBTOMaTMyeckmn». He gonyckam aBTOMaTU4eCKOro NoAKNoYeHus
ycTponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumnarnbHble CeTU akTUBHO BXOAAT B HALLY XXW3Hb, MHOIME Moaun
paboTaloT 1 XXMBYT TaM NOCTOSIHHO, a B Facebook yxe
3aperucTpmpoBaH MUMapa 4YerfoBek, YTo BAsgeTcd O4HOW ceabMOou
BCeX Xuteneun nnaHetbl. MHOrMe nonb3oBaTenn He NOHUMAaLOT, YTO
MHdopMaLms, pasMeLLEHHass MU B COUManbHbIX CETAX, MOXET ObITb
HangeHa n ucnorfb3oBaHa KeEM YrogHo, B TOM Yncne He obsa3aTenbHo
c bnarmmn HamepeHUsIMM.

OcHoOBHbIe coBeTbl N0 6e30MacHOCTU B colManbHbIX CeTAX:

» OrpaHn4yb cnucok apys3en. Y 1ebs B Apy3bax He OOSKHO ObITb
CIlydanHbIX U HE3HAKOMBbIX JTH04EWN;

 3awmiian CBOK YacTHYHO XU13Hb. He ykasbiBan naponun, TenedoHsbl,
agpeca, gaTy TBOEro poXxaeHus 1 Apyryto IMYHY0 MHpopmMmauumio.



3MOYMBbILLSIEHHUKM MOTYT UCMOMb30BaTb Aaxe MHopMaLMo O TOM,
Kak Tbl 1 TBOU pOOUTENM NNaHUpyeTe NPOBECTU KaHUKYIbI;

» 3awmiian cBoK penytauuio - 4EPXM ee B YACTOTE U 3agaBan cebe
BONPOC: XoTen Obl Tbl, 4TOOLI ApyrMe nonb3oBaTenu BUAENN, YTO Tbl
3arpyxaews? Nogyman, npexage 4em 4To-To onyobriMkoBaThb,
HanucaTb 1 3arpy3uTb;

» Ecnu Tbl roBopuLLb C NOgbMN, KOTOPbIX HE 3HaeLlb, HE UCMOSb3YN
CBOE pearibHOe UMS U APYryto NINYHY MHdopMaLMnN: UMS, MECTO
XUTENbCTBA, MECTO y4ebbl 1 NpoYeE;

* Ni3beramn pasmelleHus gotorpadunr B IHTEpHeTE, rae Thl
n3obpaxkeH Ha MECTHOCTH, NO KOTOPOM MOXXHO ONpeaennTb TBoe
MECTOMNONOXXEHWNE;

* [1pn perncTpaumn B coLmanbHON CeTU HEOOXOAMMO NUCMNOMb30BaTh
CNOXHble Naposin, cocTosime n3 BykB 1 LMAGP M C KONTMYECTBOM
3HAKoOB HE MeHee 8;

* [1ns coumnanbHOW ceTu, NoYTbl U APYrnX cantToB HEOHXoaANMO
Mcnonb3oBaThb pasHble naponn. Torga ecnu Tebst B3nomatoT, TO
3M10YMbILLSIEHHMKM NOfTy4aT JOCTYMN TOMNbKO K 0Q4HOMY MECTY, a He BO
BCe cpaasy.

ANEeKTPOHHbIE AEeHbIU

OnNEKTPOHHbIE AEHbIMN — 3TO OYeHb YAOOHbLIN cnocob nnaTexen,
O[HaKO CYLLECTBYIT MOLUEHHUKWN, KOTOPbIE XOTAT MNOSTy4YNTb 3TU
JEHbIN.

ONEKTPOHHbIE AEHBIM NOSABUNUCH COBCEM HEAABHO M MMEHHO 13-3a
9TOro BO MHOIMMX rocygapcTBax 4O CUX MNOp He NponmMcaHo Npo HUX B
3akoHax. B Poccuu xe oHU (PYHKLMOHUPYIOT N O HUX Y>KE NPONncaHo B
3aKoHe, rae Ux pasgensitoT Ha HECKOMNMbKO BUAOB — @aHOHMMHbIE U HE
aHOHMMHbIe. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NpoBoAnTb onepaunn 6e3 ngeHTndbnkaumm
nonb3oBaTens, a B HEaHOHUMHbIX MAEHTUdMKaALUMN NoNb3oBaTenNs
aBnseTcs oba3aTenbHON.

Takke cnegyeT pasnuyaTb 3NEKTPOHHbIE PpMaTHbIE AEeHbIM (PaBHbI
rocygapCTBEHHbIM BantioTam) 1 3rNeKTPOHHbIE HeUAaTHbIE AEHbIN (He
paBHbl FOCY4apCTBEHHbLIM BarntoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbLIMN
AeHbramu:

* [pmBSKK K cHETY MOBUNBbHBIN TENEMOH. DTO cCaMbl YOOOHbLIN U
BbICTPLIN CNOCOO BOCCTAHOBUTL AOCTYN K cYeTy. [NpuBA3aHHbIN
TenedoH NOMOoXeT, ecnn 3abyaellb CBOW NnaTeXHbIW Naposb Unm
3angellb Ha canuT C HE3HAKOMOro YCTPOWUCTBA;



* icnonb3yn ogHopasoBble naposnn. [locne nepexoga Ha YCUNEHHYHO
aBTopu3sauuto Tebe yxe He ByaeT yrpoXxKaTb ONacHOCTb KpaXun unm
nepexearta niaTexHoro Napons;

* Bbibepu cnoxHbin naposnb. NpectynHnkam 6ygeTt He NpocTo yragatb
CNOXHbIW Naponb. HagexHble naponu — 3710 Naposnu, KoTopble
cogepXxart He MeHee 8 3HaKOB U BKIOYaloT B cebs CTPOYHbIE U
nponucHble BYKBbI, LMMPLI U HECKOSTbEKO CUMBOJIOB, TakMe Kak 3HakK
aonnapa, yHTa, BocKnuuaTenbHbIn 3Hak 1 T.n. Hanpumep, $tRONg!;;
* He BBOAW CBOM NNUYHbIE JaHHbIE HA canlTax, KOTOPbIM He
aoBepsiellb.

ANEeKTPOHHaA noyTa

ONEeKTPOHHAas noYvta — 3TO TEXHOMOMMA U NpeaoCcTaBnsieMble €0
YCNyrn no nepecoIsike N Nony4YeHNIo 3NEKTPOHHbBIX COOBLLIEHNI,
KOTOpble pacnpeaensaiTcsa B KOMNbOTEPHOM ceTn. OBbIYHO
SNTEKTPOHHbIN NOYTOBLIN AWK BbIrNAAMUT Cneayowmm obpasom:
NMA_nonb3oBaTensa@uMsa_aomeHa. Takke Kpome nepegayvm npocToro
TEKCTa, UMeeTCa BO3MOXHOCTb nepeaasaTtb hansbl.

OcHoBHble coBeTbl N0 Be3onacHom paboTe C ANIEKTPOHHOW MOYTOMN:

* Hago BbiBpaTh NpaBuiibHbIN NOYTOBLIWM cepBuUC. B MHTEpHeTe ecTb
OrpOMHbLIN BbIBOp BecnnaTHbIX NOYTOBLIX CEPBUCOB, OQHAKO ny4yLle
AOBEPSTb TEM, KOro 3HaeLlb 1 KTO NEPBbIN B PENTUHTE;

* He ykasbiBan B NNYHOM NMoYTe NNYHY0 nHdopmauuo. Hanpuwmep,
nydue BbIbpaTbh «My3blkanbHbI_daHaT@» nnm «pok2013» BMecTo
«temal3»;

* ilcnonb3yn AByXaTanHyto aBTopmn3auunto. 3To Korga noMMUMO Naporss
HY>KHO BBOAMUTb Ko, NpucbinaemMboln no SMS;

* Bbibepu cnoxHbin naposnb. [na KaXkaoro NoYToBOro slimka AomkeH
ObITb CBOW HAAEXHbIN, YCTONYUBLIA K B3NOMY NapOIsib;

* ECnu ecTb BO3MOXXHOCTb HanmcaTtb caMoMy CBOW NIUYHbIN BOMPOC,
MCNOSIb3YN 3TY BO3MOXHOCTb;

* /Alcnonb3yn HECKOMNbKO NOYTOBLIX AWMWKOB. [NepBbi A4Nns YacTHOW
nepennuckn ¢ agpecartamMmm, KOTOpbIM Tbl 4OBepSeLb. OTO
9JIEKTPOHHbIN afpec He Hago NCMNOSbL30BaTh NPU perucTpaunm Ha
doopymax n camrax;

* He oTKpbiBan pansbl 1 gpyrue BIIOKEHUS B NUCbMax gaXke eClin OHU
NPULLNK OT TBOUX ApYy3eN. Jlydlle yTOYHM Y HUX, OTNPAaBASAN SN OHU
Tebe 91K channsl;

* [locne okoH4YaHMA paboTbl HA NOYTOBOM CepBUCE Mepen 3akpbiTUEM
BKIaZKn ¢ CanToM He 3abyab HaxaTb Ha «BbinTny.

KnbepOynnuHr nnn BuptyanbHoe usaeBaTtesibCTBO
KnbepOynnuHr — npecnegoBaHme COOBLLEHUSIMU, CoaepXallmm
ockopbneHus, arpeccuto, 3anyrmeaHue; XynmraHcTBo; coumarnbHoe



BOMKOTUPOBaHME C NOMOLLbIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.
OcHoBHble coBeTbl No bopbbe ¢ KNbepOyNUHIoMm:

» He 6pocaicsa B 6oi. Jlyywmim cnocob: nocoBeToBaTbCS Kak cebs
BECTU W, €CINN HET TOro, K KOMY MOXXHO 06paTuUTbLCS, TO BHa4arne
yCnoKouTbcA. Ecnn Tbl HAYHELWb OTBEeYaTb OCKOPOIEHUs MU Ha
OCKOpPOBIeHNs, TO TONbKO eLle BonbLUe pa3oxKellb KOHISTUKT;

* YnpaBnsmn ceoen knbeppenytaumen;

* AHOHMMHOCTb B ceTU MHMMAasA. CyLLEeCTBYIOT CMOCOObI BbIICHUTb, KTO
CTOUT 32 aHOHUMHbIM aKKayHTOM,;

* He cTonT BeCTU XynuraHckuim obpas BUpTyanbHOW XnU3HN. IHTEpHET
doMKCUPYET BCE TBOU AEUCTBUSA U COXPaHAET uX. YoanuTb ux byaet
KpanHe 3aTpyaHUTENbHO;

» Cobntogan cBon BUPTYarnbHYI YECTb CMOMOAY;

* IrHopupyn eanHnYHbIN HeraTtme. O4HOPa30Bble OCKOPOUTENbHbIE
cooOLeHus nyywe urHopmposaTtb. OBbIMHO arpeccusi npekpallaeTcd
Ha Ha4anbHOW CTaauUN;

» baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM
Cco0bLWEHNSAMU, B COLManbHbIX CETAX €CTb BO3MOXXHOCTb BITOKMPOBKU
OTnpaBKK COOOLLEHNN C onpeaeneHHbIX agpecos;

» Ecnu Tbl cBuaeTens knbepbynnuHra. TBon oenCcTBUS: BbICTYNUTb
NPOTMB NpecriegoBaTtesis, nokasatb emMy, YTO ero 4eNCTBUs
OLIeHMBaKOTCA HEraTMBHO, NogaepXaTb XepTBY, KOTOPOU HYXHa
NCMXOSIOrM4yecKasi MOMOLLb, COOBLNTL B3POCIbIM O dhakTe
arpeccuBHOro rnoBeaeHNsa B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHble cMapT(OHbI M NNaHLWeTbl cogepxaTt B cebe BnonHe
B3pOCIbI PYHKLMOHAr, U Ternepb OHWM MOTYT KOHKYPMPOBaTb CO
cTauMoHapHbIMM KoMnbloTepamn. OgHako, CpeacTB 3alnTbl AN
No4O6HbIX YCTPONCTB MNOKa O4YeHb Mano. TecTupoBaHUe 1 NOUCK
YA3BMMOCTEN B HUX MPOUCXOANT HE TakK MHTEHCUBHO, Kak ans K, To
e camoe KacaeTcs U MOBUMbHbIX NpUNoxeHnn. CoBpeMEHHbIE
MOBUNbHbIE Bpay3epbl yXKe NpPakTUYeCcKn AorHanm HacTosbHbIE
aHarnoru, ogHako pacwmpeHme dyHKLMOHana BrneYveT 3a cobon
BONbLUYIO CITOXHOCTb M MEHbLUYIO 3aluLLEeHHOCTb. [laneko He Bce
NPOM3BOANTENN BbINYyCKaOT OOHOBIIEHUS, 3aKpbliBaloLLMNE
KpUTM4YeCcKne ysa3BMMOCTM 19 CBOUX YCTPOMCTB.

OcHOBHbIe coBeTbl Ana 6e3onacHoOCT MOOUnbLHoro tenecdoHa:
* Huyero He siBnaeTcsa no-HacTosiwemMy 6ecnnatHbiM. byab
OCTOPOXEH, Beb Korfa Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B
HEM MOTYT ObITb CKPbITbl KAKMEe-TO MraTHbIE YCIYru;

* [lyman, npexge yem otnpasutb SMS, doTo unmn Buaeo. Tbl TOYHO
3HaeLlb, rae oHu 6yayT B KOHEYHOM utore?



* Heob6xoamMmo 0BHOBNATL ONepaLnoOHHY0 CUCTEMY TBOErO
CMapTdOHa;

* Mlcnonb3yn aHTUBUPYCHbLIE NPOorpaMmmbl Anst MOOUIbHbIX
TenedoHoB;

* He 3arpyxan NnpunoXxeHnst OT HEM3BECTHOIO UCTOYHMKA, BEAb OHU
MOryT cogepaTb BPeOOHOCHOE nporpaMmMmHoe obecnedeHmne;

* [locne Toro Kak Tbl BbIMAELb C CanTa, rae BBOAUM NMUYHYHO
nHdopmaumio, 3angm B HaCTPorkn bpaysepa 1 yaanum cookies;

* [Neprogunydeckn NpoBepsan Kakne nnaTHble YCIyru akTMBMPOBaHbI Ha
TBOEM HOMEPE;

* [laBan cBor HOMepP MOOUNbLHOro TenedoHa TOMbKO NASAM, KOTOPbIX
Tbl 3HaELLb N KOMY OOBEPSELLb;

* Bluetooth gormmxkeH ObITb BbIKIHOYEH, KOr4a Thl UM HE MOMb3yeLlbCs.
He 3abbiBai nHorga NnpoBepsiTb 3TO.

Online vrpsbl

CoBpEeMEHHbIE OHITaNH-UTrPbl — 3TO KPaCoYHble, 3axBaTbIBatoLLNE
pasBrie4yeHns, o6 beANHAOWME COTHU ThICAY YENOoBEK NO BCEMY MUPY.
Nrpoku nccnenytoTt AgaHHbIN UM MUP, obuatoTca Apyr ¢ APYrom,
BbIMOSHSAOT 3a4aHu1s, CpaXatoTCA C MOHCTPaMn U nosy4yatroT onbIT. 3a
yOOBOSMbCTBME OHW NNATAT: NOKyNatoT AUCK, onsiaymBaoT aboHEMEHT
N NpuodpeTatoT Kakme-To onunm.

Bce a1 cpeactBa nayT Ha noggepXkaHme v pasBuUTUE Urpbl, a Takxe
Ha caMy 6e30MacHOCTb: COBEPLLUEHCTBYOTCS CUCTEMbI aBTOpU3aLmu,
BbIMyCKaKTCA HOBble natyn (UMdpoBble 3aniaTkm Ana nporpaMmm),
3aKpbIBAOTCS YA3BUMOCTU cepBepoB. B nogoOHbIX urpax ctouT
ornacaTtbCsi He CTOJSTIbKO CBOUX COMEPHUKOB, CKOSTbKO KpaXKu TBOEro
naporns, Ha KOTOPOM OCHOBaHa cUcTemMa aBTopusaummn 6onbLUMHCTBA
nrp.

OcHoBHbIe COoBETbI N0 6E30MacHOCTM TBOEro UrPOBOIO aKkKkayHTa:

» Ecnn gpyron urpok Beget cebsi nnoxo unu co3gaet Tebe
HEeNPUSATHOCTU, 3abSTIOKMPYN €ro B CNINCKE UPOKOB;

* [Noxanynca agMnHUCTpaTopam Urpbl Ha Mroxoe nosegeHne 3Toro
Urpoka, xenaresfibHO NPUNOXNTb Kakne-TO foKa3aTenbCTBa B BUAe
CKPWHOB;

* He ykasbiBan NIMYHYIO MHGOPMaLINIO B Npodhansie urpbl;

* YBaXaun gpyrux y4acTHUKOB MO Urpe;

* He ycTtaHaBsnuean HeodoumLmanbHble NaTyn N MOAbl;

* ilcnonb3ywn CroXHble N pa3Hble Naponu;

« [1axxe BO BpeMs Urpbl He CTOUT OTKITHOYaTb aHTMBUPYC. [1oKa Thl
urpaeLlb, TBOM KOMMNbIOTEP MOTYT 3apasunTb.

PULLNHT NNK KpaXKa JNNYHbIX OaHHbIX



OBbIYHOM KpaXXen geHer N JOKYMEHTOB CErogHs yXXe HUKOro He
yameufilb, HO C pa3BUTUEM UHTEPHET-TEXHOMOMIM 31T0YMbILLITEHHUKU
NnepemMecTuUnncb B UHTEPHET, N NPOAOIKAKOT 3aHNMAaTbCS
«odbnmMbiM» genom. Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-
MOLLEHHMYECTBA UMK (PULLKHT, rMaBHas Lefnb KOTOPOro COCTOUT B
nonyyeHnn KoHdnaeHumManbHbIX JaHHbIX Nofib3oBaTenen — fIOrMHOB
n naponen. Ha aHrnuimckom si3blke phishing yMtaeTcs kak UWKHL (OT
fishing — pbIbHasa noens, password — naponsb).

OcHoOBHbIe coBeTbl No 6opb6e ¢ hULNHrom:

» Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS
aHkeTa Oblna B3nomaHa, To HeobxoaMmMo 3abrokMpoBaThb €€ U
CO0BWMTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO CKOpPEE;

* Vicnonb3yun 6e3onacHble Beb-canTbl, B TOM YUCIE, UHTEPHET-
MarasmHOB U MOUCKOBbLIX CUCTEM;

* Vlcnonb3ym CroXxHble 1 pasHble naponn. Taknm obpasom, ecnu Teb4
B3NOMaltoT, TO 3I0YMbILLNEHHUKN NofyyaT 4OCTYN TOMbKO K OAHOMY
TBOEMY NPOMUII0 B CETU, @ HE KO BCEM,;

» Ecnun Tebsa Banomanun, To Heob6xoanMo nNpeaynpeanTb BCEX CBOMUX
3HaKOMbIX, KOTOpble AoDaBneHbl y Tebs B ApPY3bsiX, O TOM, YTO Tebs
B3nomarnu n, BO3MOXHO, OT TBOEIO MMEHU ByaeT pacchifiaTbCs crnam U
CCbINIKM Ha (PULLMHIOBbIE CaunTbl;

 YctaHoBu HagexHbin naposnb (PIN) Ha MobBunbHLIM TenedoH;

» OTKNOYN coxpaHeHne napons B bpaysepe;

* He oTKpbIiBan pansnbl 1 gpyrue BrOXKEHUS B NUCbMax JaXke eCrin OHU
NPULLNK OT TBOUX ApYy3eN. Jlydwle yTOYHM Y HUX, OTNPAaBAASIN SN OHU
Tebe 3Tn hannsi;

Lincpposas penyraums

LindopoBas penytauus - aTo HeraTMBHas Unu no3nTUBHagA
nHdopmauma B cetn o Tebe. KomnpomeTtumpytowasa nHdopmaums
pasMeLLEeHHasi B MHTEPHETE MOXET cepbe3HbiM 06pa3oM OTpasnTbCA
Ha TBOeu pearibHOM Xu3HU. «Llndposas penytaunsi» - 3To0 TBOU
NMNOXK, KOTOPbIM hopMmupyeTca U3 nHdopmauum o Tede B UHTEPHETE.
TBOE MECTO XUTenbCTBa, y4ebbl, TBOE DMHAHCOBOE MNOSOXEHME,
0cobeHHOCTU XxapakTepa un pacckasbl 0 DfIM3KUX — BCE 3TO
HakannuBaeTcs B CETU.

MHorne nogpoCTKM NErkOMbICNEHHO OTHOCATCS K Nybnukauum nnyHom
nHpopmaummn B IHTepHeTe, He NOHMMAasA BO3MOXHbIX NMOCIEACTBUN.
Tbl gaXe He CMOXeLLb AoragaTtbcsl 0 TOM, 4TO dooTorpadums,
pasMeLleHHas 5 NeT Hasagd, ctana NpPUYMHON oTKasa NPUHATbL Tedsa Ha
paboTy.



KommeHTapuu, pasmelleHne tBoux dootorpadonn n gpyrue encTeus
MOryT HE UCYE3HYTb Ja)ke Nocsie TOoro, Kak Tbl UX yaanuilb. Tbl He
3Haellb, KTO CoXpaHun 3Ty nHopmaumo, nonana nm oHa B
NOMCKOBbIE CUCTEMbI M COXPaHWUIach Jin OHa, a rMaBHoe: YTO
nogymatot o Tebe okpyxaroulee noan, KoTopble HangyT U yBUAAT 3TO.
Hantun nndopmauuto MHOro neT CNycTs CMOXET tobon — Kak 13
Ao6pbIX NODYXAEeHM, Tak N C HaMepeHNeEM NPUYNHNTL Bped. ITO
MOXET BbITb KTO YrogHo.

OcHOBHbIe coBeTbl Mo 3awuTe LucpoBOon penyTauuun:

* MNogyman, npexge 4em 4To-TO NyOnunKoBaTb U NepedaBaTb y cebsi B
©nore nnun B couuanbHOU CETU;

* B HacTpourkax npodunga yCTaHOBM OrpaHU4YEHUs Ha NPOCMOTP
TBOEro npoduna n ero coaep>XMMoro, caenamn ero ToNnbKo «ans
apyseny;

* He pa3mewanm v He ykasblBan MHGOPMaLUIO, KOTOpasi MOXET KOro-
nnMbo ockopbnATb UnNn obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbIE LLKOSTbHUKU— aKTUBHbIE Nonb3oBaTenu undpoBoro
npocTpaHcTea. OgHaKo Janeko He BCe 3HalOT, YTO Mosfib3oBaHme
MHOIMMM BO3MOXHOCTSIMU LIMPPOBOro Mupa TpebyeTt cobnogeHmns
NpaB Ha MHTENNEKTyanbHY0 COOCTBEHHOCTb.

TepMUH «MHTENnekTyanbHas COGCTBEHHOCTbY» OTHOCUTCA K
pasnnyHbIM TBOPEHNAM YEOBEYECKOrO YMa, HaunHasi C HOBbIX
n3obpeTeHnn n 3HakoB, 0603HavaKLWMX COOCTBEHHOCTb Ha NPOAYKThI
N YCrnyru , n 3akaH4mBasi KHUramm, gootorpadomamMmm, KMHodouibMamMmm
MYy3blKalibHbIMW NPOU3BEAEHUSIMMN.

ABTOpCKMe npaBa — 3TO NpaBa Ha MHTENNeKTyanbHyo
COOCTBEHHOCTb Ha NPOU3BEAEHUS HAYKK, NUTepaTypbl U UCKYCCTBa.
ABTOpCKME NpaBa BbICTYNaloT B KA4eCTBe rapaHTuUmn Toro, YTo
NHTENMNeKTyanbHbIA/TBOPYECKUIA TPy aBTOpa He byaeT HanpacHbIM,
OacT eMy cnpaBenvBble BO3MOXHOCTU 3apaboTaTth Ha pesyrbTaTax
CBOEro Tpyaa, NonyyYnTb M3BECTHOCTb U NpusHaHue. Hukto 6e3
pa3peLleHns aBTopa He MOXXET BOCNPOU3BOANTL €ro Npon3BeaeHmne,
pacnpocTpaHsATb, NyONMYHO AEMOHCTPUPOBAThL, NpoAaBaTh,
MMNOPTUPOBATL, MyckaTb B NPOKaT, NyGNNYHO UCMOMHATD,
NOKa3blBaTb/UCMONMHATL B 3cdmpe unu pasmeLlats B IHTepHeTe.

cnonb3oBaHWe «nNMpaTcKoro» NporpamMmMHoro obecneyeHns MoxeT
NPMBECTU K MHOTMM PUCKaM: OT NOTEPU AaHHbIX K TBOUM aKKayHTam
A0 61I0KNPOBKM TBOEMO YCTPOUCTBA, rAe YCTaHOBEHHbIN He



nerarbHasd nporpamMmma. He ctonT Takke 3abblBaTb, YTO cywecrtByeT
neranbHble 1 6becnnaTHble nporpamMmsbl, KOTOpblE MOXHO HanTu B
ceTn.



